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Security Management System
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% f#(Mitigation)

Bk % (Risk)
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N s

722 The Cyber Security Management System shall cover the following aspects:

7221 The vehicle manufacturer shall demonstrate to an Approval Authority or Technical
Service that their Cyber Security Management System applies to the following phases:

product development

(a)  Development phase:

(b)  Production phase:

concept

(¢)  Post-production phase.

iRl LB L2 -7 5522

maintenance

peratio: decommissioni
. s end of cybusecurltyns‘;l{»pm

Figure 2 — Overall cybersecurity risk management
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4, General considerations |
5. Organizational cybersecurlty management
541 54.2 543 544 54,5 54.6 54,7
Cybersecurity Cybersecurity Information Management Tool Information Organizational
governance culture sharing systems management security cybersecurity
management audit
6. Project dependent cybersecurity management
6,41 64.2 6.4.3 6.4.4 6,4.5 6.4.6 647 6,48 649
Cybersecurity| |Cybersecurity Tailoring Reuse Component Off-the-shelf | |Cybersecurity| |Cybersecurity Release for
responslbi- planning out-of-context| | component case assessment post-
litles development
7. Distributed cybersecurity activities
741 742 743
Supplier capability Request for quotation Alignment of responsibilities
I 8, Continual cybersecurity activities
I 83 84 85 8.6
Cybersecurity Cybersecurity Vulnerability Vulnerability
I monitoring event evaluation analysis management
T E)m;t pEse_ T " Product d;el;mezpha_se o Post-development phases |
9. Concept 10, Product development I 12, Production [
9.3 1041 13, Operations and maintenance
Item definition Design
133 134
94 10,42 Cybersecurity Updates
Cybersecurity goals Integration and verification incident response
9.§ 11. 14, End of cybersecurity
Cybersecurity concept Cybersecurity validation support and decomissioning
I 15. Threat analysis and risk assessment methods
I 15.3 15.4 15.6 15.7 158 159
Asset Threat scenario Attack path Attack feasibility Risk value Risk treatment
identification identification analysis rating determination decision

Figure 1 — Overview of this document 8
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Wl L= -2

#ic 48 € #7(Software update)

P88 { At g =k i (Software
Update Management System >
SUMYS)

% 2 i (Safe state)

#ic %8 (Software)

Z ¥ (& ) { #7(Over-the-Air
(OTA) update)

% B (System)
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Organizational processes

Software update project processes

Vehicle and |
Infrastructure i
functions vehicle slcystem
functions | 150 24089 : Road vehicles — Software update engineering
Software update package assembly g éﬂﬁ %% %%g’im giﬁgﬂ‘[ﬁﬁ %Q&{E
v L R T AL MERATRYER SUMSIY 2 T % oK 8% Viia (WO O PRAY) B h RS YK
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